Beginners Guide to Online Safety !
(Not only for Seniors)

presented by Uwe Dotzauer
Saturday June 18th
For the OPCUG and:PATACS Joint Meeting




Agenda

* |dentify the Scam
* What can you do about it ?
* Secure your Computer AT |
% What to do when it happens ? o a

* Questions ? T0 BEEF UPYOUR
CYBER SECURITY,
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TOP 10 SCAMS 2021

+ Romance
+ Tech Support
+ Grandparent
+ Government Impersonating
+ Sweepstakes
+ Home repair
+ TV [ Radio
+ Family Caregiver
+ Zoom Phishing

+ COVID 19 vaccination card scam

703-340-6230



Top Online Scams 2020

Scam Type % of total
Internet: Gen Merchandise 41.88%
Phishing/Spoofing 11.20%
Fake Check Scams 10.06%
Friendship & Sweetheart Swindles 9.01%
Prizes/Sweepstakes/Free Gifts 5.11%
Advance Fee Loans, Credit Arrangers 4.25%
Computers: Equipment/Software 2.03%
Internet: Auctions 1.49%
Investments: Other (note in comments) 1.43%
Internet: Extortion Scams 1.36%
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Typical Red Flags

*Promise of Money and Riches
*CAN®T meet 1 n Per son
*xPressure | ASAP
*Price to good to be true
*NO CHECK OR CC (crypto or gift cards instead)
*CAN®T take you phone ca
*CAN®T f i1 nd them on the | N
*Thev ar e 14 [ OVE with yo'sbu
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Peer to Peer Payment Scam

I+

Only use with friends and family only

A Be suspicious If contact info changes

I+

NO urgent payment request ( RUSH )

I+

NO payment for utilities bills etc

I+

Insist of using P2P

I+

Once you hit send=a. |1 t®s ¢
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PEER-TO-PEER
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Money Mule

+ Someone who transfers or moves illegally acquired money on behalf of someone else

+

Onlyafoolisa =¢

‘money mule’

+ Soll clited via online romance sche

+ Asked to open NEW bank account
+ Receive money from someone YOU never met in person & A

+ Asked to = wire money  Vvia mai |l |,

+ Allowed to keep portion of the money
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Audit Report

Arrow Key Management Controls
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Report Number 19-033-R20 | August
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Check Washing

+ DepO Slt m a|| before | ast piCku p Mailbox Fishing Leads to Check Washing!

Check Washing is a process in which
thieves use common household products to
alter checks they recently stole out of mailboxes.
They then make the checks payable to
themselves or other parties.

What can you do to prevent your checks
from being altered?

M Use a pen with pigmented ink to write checks. The ink is not . ey
easy to alter.

Retrieve mall frequently s N

or at the Post office directly

I+

M Check your account balance frequently to ensure checks T $uoer
were cleared by the establishment that you wrote them outto, §
Note that thieves usually re-write the check for the original ~ §
amount you wrote, but simply change the payee name. o<

I+

: : NYPI Gine reventonivion
Hold mail at Post Office i -

P » 0 3:19/5:45/ / " 0 B £« & OO 5] 2
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Phone Scam

IRS / FBI
Grandparent
Telemarketer

Police

Tech Support
Virtual Kidnapping
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(a Social Engineering (a

Use of social skills to obtain information in oder to compromise a computer system

I+

Phishing ( Email )
Vishing ( Phone )

I+

I+

Smishing ( Text )
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Lottery

Prize

Nigerian Prince
Fake Charity
Online Dating

Investment

Phishing Emaill

000000000000



Examples

This might be a phishing message and is potentially unsafe. Links and other functionality have been disabled. Click here to enable
functionality (not recommended).

From: PayPal [service @paypal-australia.com.au] )
To: 1. Fake sender domain.

Cc (not service@paypal-australia.com.au)
Subject: Your account has been limited

PayPal

2. Suspicious Subject
and content.

Dear PayPal member, i
To restore your PayPal account, you'll need tuccount.

\\j'
3. Bad grammar
It's easy:

1. Click thalinlebalouwta anan s cacyre browser window.
2. Confirfhttp://69.162.70.169/ppau/f the account, and then follow the instructions.
Click to follow link

Log in vour account now
4. Hovering over

PayPal Email ID PP32260008777636 link reveals s
suspicious URL.
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Examples

office-365@securitv.onmicrosoft.com Fake Email, Easy to Miss
' Re: Your Office 365 acount is about to be deleted

.
.

Fars W\
AL XXX )

[ ——
] Office 365 & Microsoft

e
JEEEEE————————
th pay your invoice due now! »
OO - AT IA SRR TR LAN TN NSNS :

Chek o tap to follow | nk

To customize whats includediin this email, who gets it, or to unsubscribe nessage center prefere

Choose the release track for your organization. Use these settings to join First Release if you haven't’ already.

Microsoft respects your privacy. To learn more, please read our

Microsoft Corporation
One Microsoft Way
Redmond, WA, USA, 98052
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Examples

From: Amazon.com <adap@sci.ng>

Sent: Tuesday, July 21, 2020 [Time sent is redacted.]

To: [REDACTED]>

Subject: [Summary Report Alert ] Statement Review Alert: Your Amazon has been locked [ Today Information ] -
[New explanation added] [Summary Service Added] Automatic Email Statement Update : New sign- in
[REDACTED]

amazon

Your Amazon account is locked and order(s) are on hold.

We noticed some unusual activity on your account. To prevent potential misuse of
your payment instrument, we have placed your order(s) on hold and locked your
account.

Login Details:
Date and Time: 21/07/2020 [Time sent is redacted.]
Browser: Google Chrome

Location: Indonesia
IP:155.200.234.51

Because of this activity, we processed charges in the amount of $732.18 USD on your credit or debit
card.

To unlock your account and receive a refund. You will also need to:

-- Re-enter any addresses that you added to your account.
-- Re-enter your complete credit or debit card number.

To complete the process. Click the link button below to log in to Amazon account and continue with the
verification steps that will be followed by the terms and conditions.

Verify Now

Thanks for using Amazon
Amazon Security Team
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Service Provider

Smishing

(SMS-Phishing)
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ﬁ Get OQsymia

(phentermine

and topiramate
extended-release)
CIV delivered through
Qsymia Engage.

See http://r.3c.com
SNOYSESMN. Text
STOP to end HELP for
info.

- Your Profile suggests
that you may want aid
during tough times like
now? Confirm, reply
with ‘GO’ IF you need us
to send U aid and grant
programs.

Examples

Roni, as a part of
a nationwide test
we are distributing
free accounts with
access to Netflix
+ Disney+ content,
go to i6/3ns.info/
oWUKZ2Yihk5

Roni, melt your

excess weight away
with this Shark Tank
miracle product.
Completely free for the
first 10 g72b1.info/
uxuRMS9EqE

Roni Records indicate

you are overpaying on
your electric bill. New
tech lets you slash it

in half. gp4knt.com/

mQ1M5 EgkMQqg Txt
Stop to End .

Is this Roni Bliss? We
have a free iPhone

for you. Can you
confirm your details by
today: j6vg04p.info/
XmulvOoPHO

Special_Alert: New
Requirements
Are_Leaving Drivers
Shocked http://ng
.safel1roads.host
/plaud02t/BkVpLhJ
Reply2Haltk k

Package theft is up

400%, How to Stop htip:
//pe.net3reporting.hos

/rightwelem/BkVpLhJ
Reply-To-sto,p.
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Pop-up Adware "

Did you click and I nstall

HAdvertisements appear more and more
tHomepage changes
HVeb-links are redirected
AVeb browser Is slow

HBBrowser crashes

Uwe Dotzauer
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A WARNING!

YOUR E-MAIL INBOX IS INFECTED:

System Detected (2) Potentially Malicious E-Mail Viruses: Email-Worm.Web.FakeLogin and
Email.Spy-Password. Your Password, Personal & Financial Information IS NOT SAFE.

To Secure Your E-Mail Passwords, Call Tech Support Now:

1(855) 815-4689

(High Priority E-Mail Recovery Line)

Your IP Address: Jininkitml® | Cenersted on 05-22-2014 | Pricrity: Urgent

CM
Uwe Dotzauer

703-340-6230



Example

"t @ android-shield.com/warn/en.html?brand=Lenovo&cep

Due to latest report hacking event
targeting at Androld phones we
released a Cleaner Update and It is
must-have for every Lenovo phone.

If you do not update,
yvour phone might be

&3

Update Now
’ a° 'l\
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(1) Mac OS Browser warning:

Your computer might be infected with adware!

Your loi ite:
Las Crug day, January 02, 2015
. http:/ /www.mac-tech-alerts.com

Suspicious Activity Found On Your Computer, Due to

Pop-Up Advertisement Windows and Invasive Links. :
o=t nent Wi | mputer might

Please Contact Certified Live Technicians EdwarE:
1-B55-809-6230 (Tall Free)

Call 855-8

with removin _
windows that

viruses. (Toll- ndomly.
Line)

2. Strange links or menus appear
More Information: in the browser.

Seeing these pop-up's means that you may 3. Unauthorized release of files,
have adware installed on your computer usually via e-mail.

which puts the performance of your
computer at a serious risk. It's strongly
advised that you call the number above to
get your computer fixed before you continue 5. Programs not opening or

accessing the internet. taking a long time to start.

A I™7
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UNMATCHED SERVICE AND SUPPORT.

4. A sudden decline in PC or
Internet performance.
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Tech Support Scam

% COLD phone calls
¥ Adware pop-up

¥ Online ads
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Ransomeware

Attachments

Links In emaill

Free applications

Demand of money in exchange for YOUR data
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