
Beginners Guide to Online Safety !

(Not only for Seniors)
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Agenda

Identify the Scam

What can you do about it ?

Secure your Computer

What to do when it happens ?

Questions ?
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TOP 10 SCAMS 2021
± Romance

± Tech Support

± Grandparent 

± Government Impersonating

± Sweepstakes

± Home repair

± TV / Radio

± Family Caregiver

± Zoom Phishing

± COVID 19 vaccination card scam
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Top Online Scams 2020
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Typical Red Flags

Promise of Money and Riches

CAN®T meet in Person

Pressure / ASAP

Price to good to be true

NO CHECK OR CC (crypto or gift cards instead)

CAN®T take you phone call

CAN®T find them on the INTERNET

They are in LOVE with you but won®t do FACETIME
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Peer to Peer Payment Scam

± Only use with friends and family only

Å Be suspicious if contact info changes

± NO urgent payment request ( RUSH )

± NO payment for utilities bills etc

± Insist of using P2P

± Once you hit send¤.it®s gone
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Money Mule 

± Someone who transfers or moves illegally acquired money on behalf of someone else

± Solicited via online romance scheme or ¯WORK from Home° job offer

± Asked to open NEW bank account

± Receive money from someone YOU never met in person

± Asked to ¯ wire money ¯ via mail, P2P, money order, etc.

± Allowed to keep portion of the money

± ¯ Online Date ¯ ask you to help her with transfer 

Don®t send money for someone you don®t know and trust !
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This just in¤..Mail carriers are being robbed !
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Check Washing 

± Deposit mail before last pickup 

or at the Post office directly

± Retrieve mail frequently

± Hold mail at Post Office

± Setup Bill pay with Online Banking
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Phone Scam

IRS / FBI

Grandparent 

Telemarketer

Police

Tech Support

Virtual Kidnapping
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Social Engineering

Use of social skills to obtain information in oder to compromise a computer system

± Phishing ( Email )

± Vishing ( Phone )

± Smishing ( Text )

Never give out any information about you, others and your organization to unknown people !
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Phishing Email
Lottery

Prize

Nigerian Prince

Fake Charity

Online Dating

Investment



CM

Uwe Dotzauer

703-340-6230

Examples



CM

Uwe Dotzauer

703-340-6230

Examples



CM

Uwe Dotzauer

703-340-6230

Examples



CM

Uwe Dotzauer

703-340-6230

SMiShing

Bank

Paypal

IRS

Service Provider
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Examples
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Pop-up Adware

Did you click and install a ¯ free ¯ application ?

±Advertisements appear more and more

±Homepage changes

±Web-links are redirected

±Web browser is slow

±Browser crashes
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Example



CM

Uwe Dotzauer

703-340-6230

Example
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Example



CM

Uwe Dotzauer

703-340-6230

Tech Support Scam

COLD phone calls

Adware pop-up

Online ads
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Ransomeware

± Attachments

± Links in email 

± Free applications

Demand of money in exchange for YOUR data


