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Domain Name System (DNS) aka Internet “Phonebook”

● Simple animated diagram

By Aaron Filbert - Own work, CC BY-SA 4.0, 
https://commons.wikimedia.org/w/index.php?curid=109489449
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Why / Why Not use a Public DNS provider

Why

● Quicker connections
● Better privacy and security with 

encryption
○ Hide network behavior
○ Hide applications used

● Blocklists
○ Malware
○ Tracking
○ Advertising
○ Social Media
○ Adult Content

Why Not

● Public WiFi hotspots may not work
○ Manages your network access
○ Terms & Conditions for use



Popular Free Public DNS Providers

Provider Encrypted Blocklist Note

Google ✔

Cloudflare/1.1.1.1 ✔ Optional
Optional app. 
Malware and adult 
site blocking options

Quad9 ✔ Optional
Swiss non-profit. App 
for Android, profile 
for iOS.

ControlD ✔ Optional
App for iOS, Android. 
Highly configurable 
blocklists.

https://developers.google.com/speed/public-dns/docs/using
https://developers.cloudflare.com/1.1.1.1/setup/
https://docs.quad9.net/services/
https://controld.com/free-dns#quick-setups


Selecting a Public DNS Provider

● Features
○ Encryption
○ Blocklists

● Performance and Uptime
○ GRC DNS Benchmark Utility ($)

■ https://www.grc.com/dns/benchmark.htm
○ Web-based DNS performance tests

■ https://dnsspeedtest.online/
■ https://www.dnsperf.com/#!dns-resolvers 

● Caveats
○ Virtual Private Network (VPN) clients have their own Custom DNS settings
○ iCloud Private Relay does not allow changing DNS settings
○ iOS DNS settings are per WiFi connection or import profile/use app

https://www.grc.com/dns/benchmark.htm
https://dnsspeedtest.online/
https://www.dnsperf.com/#!dns-resolvers


My Advice

● Use Public DNS with a Malware Blocklist on all your devices
● Add Public DNS settings to your router first

○ Connected home network devices use the router DNS settings by default
● Apply Public DNS settings to devices that don’t always use the home network
● Verify DNS settings periodically to ensure they are not reset to default
● Use a Public DNS app or VPN client for maximum privacy

○ Encrypts all network connections, not just DNS
○ Test first; may cause connection/performance issues

● Use Tor network/Tails OS for private web browsing/email
○ https://tails.net/index.en.html 

https://tails.net/index.en.html


Example IPv4 router configuration (TP-Link, Quad9)



Example IPv6 router configuration (TP-Link, Quad9)



Example Android 16 configuration (LineageOS, Quad9)
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● Article: The Best DNS Servers for Secure Browsing
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https://www.howtogeek.com/874773/the-best-dns-servers-for-secure-browsing/
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