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Expiration of Microsoft Windows Support 

CƛŘŘƭŜǎǘƛŎƪǎΧ bŜǾŜǊΗ 
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Microsoft 
Support 



Expiration of Microsoft Windows Support 

 
Version of 
Windows 

Latest 
Service 
Pack 

End of 
Mainstream 

Support 

 
Extended 
Support 

Windows XP SP-3 April 14, 2009 April 8, 2014 

Windows Vista SP-2 April 10, 2012 April 11, 2017 

Windows 7 SP-1 January 12, 2015 January 14, 2020 

Windows 8 8.1 2017? 2022? 

For more information see    
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ċ Click here 

Microsoft: 
Support 

http://windows.microsoft.com/en-US/windows/products/lifecycle
http://support.microsoft.com/gp/lifepolicy


A Interesting Piece ƻŦ  IƛǎǘƻǊȅΧ 

How did Microsoft Windows became the market leader? 

ÅSee         for a 9 minute video (part 1) 

ÅSee          for a 10  minute video (part 2) 

 

Windows: 
Market Leader 
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http://www.youtube.com/watch?v=FytWjEd2gcg
http://www.youtube.com/watch?v=KhjVidOFqBo


*See           &          on how to mask sender using Outlook and Outlook Express 

Security and E-Mail 

E-Ƴŀƛƭ ǎŜŎǳǊƛǘȅ ƛǎ ŀ ƳȅǘƘΧ {ƻǊǊȅ, sorry, sorry 

ÅThe digital equivalent to a postcard 

ÅE-mail can be easily intercepted, stored and analyzed 

ÅάCǊƻƳέ ŀƴŘ ά¢ƻέ ŀŘŘǊŜǎǎŜǎ ŀǊŜ difficult to disguise* 

ÅContent of messages can be made reasonably secure 

ÅNumerous views of privacy and security; much controversy 

Security & 
 E-Mail 
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http://kb.ubertor.com/question.php?ID=114
http://support.pushex.com/docs/fromaddsoutlook2010.pdf


ÅFor information and to download TrueCrypt see 

ÅSee        for FAQs about TrueCrypt  

ÅOS:  

ÅUseful tool for Cloud storage  

Encrypting the Contents of  E-Mail 

TrueCrypt 

Å! ¢ǊǳŜ/ǊȅǇǘ άǾŀǳƭǘέ ƻǊ άǎŀŦŜέ ŀǎ ŀƴ ŀǘǘŀŎƘƳŜƴǘ 

ÅThe password can be made known to the recipient by phone 
or independent e-mail message(s) 

Å¢ƘŜ ¢ǊǳŜ/ǊȅǇǘ άǾŀǳƭǘέ ǎƘƻǳƭŘ ōŜ small, <<20 MB for Outlook 

Å200 pages text = ~100,000 words = ~0.5 MB* 

 

TrueCrypt 
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ϝ¢ƻƭǎǘƻȅΩǎ War and Peace is ~570,000 words or 2.85 MB 

http://www.truecrypt.org/
http://www.truecrypt.org/faq


Hiding Messages 

Steganography 

ÅHiding messages in plain sight, see         &   

ÅOpenPuff 4.0 inserts encrypted text into objects, see 

ÅMessages can be imbedded in photos, music, video, etc. 

ÅOS:   

ÅMessage encrypted/decrypted  using three passwords 

 

Steganography 
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ÅOnly practical for short messages 

ÅSee        for SilentEye.  OS: 

ÅSee        for iSteg (what else!)   

http://download.techworld.com/3328471/openpuff-40/
http://en.wikipedia.org/wiki/Steganography
http://www.strangehorizons.com/2001/20011008/steganography.shtml
http://www.silenteye.org/
https://www.macupdate.com/app/mac/22731/isteg


Hiding Messages (cont.) 

CƛŘŘƭŜǎǘƛŎƪǎΧ bŜǾŜǊΗ 

8 

Can you see the secret message*? 

ά¢Ƙƛǎ message is for Zogg on planet 
Krypton 212.  We are sending you a  
shipment of DDT which you should add  
liberally to any food purchased at fast  
food restaurants.  This will considerably  
enhance the flavor.  Keep in touch. ά 
 
(signed) Polly Styrene 

*Disguised by OpenPuff 4.0 



How Secure Is Encrypted E-Mail? 

CƛŘŘƭŜǎǘƛŎƪǎΧ bŜǾŜǊΗ 
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¢ƘŜ ǇŜƻǇƭŜ ǿƘƻ ǿƻǊƪ ƘŜǊŜ Ŏŀƴ ǇǊƻōŀōƭȅ ŦƛƎǳǊŜ ƛǘ ƻǳǘΧ 



How Secure Is Encrypted E-Mail? (cont.) 

CƛŘŘƭŜǎǘƛŎƪǎΧ bŜǾŜǊΗ 
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¢Ƙƛǎ Ǝǳȅ ƻǊ Ƙƛǎ ŦǊƛŜƴŘǎ ƳƛƎƘǘ ŦƛƎǳǊŜ ƛǘ ƻǳǘΧ 



How Secure Is Encrypted E-Mail? (cont.) 

CƛŘŘƭŜǎǘƛŎƪǎΧ bŜǾŜǊΗ 
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Not to worry! 



ÅFor good password checkers, see    

ÅSee        for the 10,000 most used passwords   

Å10 most frequent: password, 123456, 12345678, 
1234, qwerty, 12345, dragon, *****, baseball, 
football 

 

Passwords:  First Bulwark of Defense 

Characteristics of Good Passwords 

ÅEasy to remember:  use pass phrases not words 

ÅHard to guess or crack:  10-30 characters (A, a, 2, $) 

Å29 character example:  ;;;MyWifeNancyIsCute362436!!! 

ÅAvoid multiple use of passwords 

Å5ƻƴΩǘ ǘŜƭƭ ŀƴȅƻƴŜ ȅƻǳǊ ǇŀǎǎǿƻǊŘǎ 

ÅFor information on picking good passwords, see  

 

Good 
Passwords 
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https://xato.net/passwords/more-top-worst-passwords/.UiT3jD-KKIk
https://www.grc.com/haystack.htm
https://www.microsoft.com/security/pc-security/password-checker.aspx
http://www.us-cert.gov/ncas/tips/ST04-002
http://rumkin.com/tools/password/passchk.php


Biometrics: An Alternative to Passwords 

Electrocardiogram identification 

ÅA wristband called Nymi monitors your heart and 
communicates with your computer, car, etc.  See         &  

ÅOS:   

Å<$100 

Å{ǘŀȅ ǘǳƴŜŘΧ 

Biometrics 
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http://www.bionym.com/
http://www.newscientist.com/article/dn24141-wristband-unlocks-your-devices-with-your-heartbeat.html.Ui87DD-KKIl


Å Sophos Threat Center:  Good source of information & tools, see 

Å Computer Crime Information Center:  General information, see  

Å Security News Portal:  General information including Microsoft, see  

ÅMicrosoft Security TechCenter:  Microsoft specific (technical), see   

Å Lonerunners.net:  Security documents, rather esoteric, see        &   

 

 

 ÅKaspersky:   

ÅMcAfee:   

ÅSymantec:   

 

 

Sources of Security Information 

²ƘŜǊŜ ǘƻ ƭƻƻƪΧ 

Security 
Information 
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Information From Security Software Vendors 

Makes for somber reading! 

http://www.sophos.com/en-us/threat-center/threat-analyses
http://www.crime-research.org/
http://www.securitynewsportal.com/
http://technet.microsoft.com/en-us/security
http://www.lonerunners.net/
http://www.secdocs.org/
http://usa.kaspersky.com/resources/knowledge-center/threatpost
http://home.mcafee.com/virusinfo?ctst=1
http://www.symantec.com/security_response/publications/threatreport.jsp


Computers in Cars 
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Computers  
in Cars 

2014 Mercedes-Benz S-Class:  30 million lines of code 



Computers in Cars (cont.) 

bƻƪƛŀΩǎ bŀǾƛƎŀǘƛƻƴ {ȅǎǘŜƳ άIŜǊŜ !ǳǘƻέ 

ÅEmbedded navigation  

ÅShown at Frankfurt Auto Show September 10th 

Å In urban areas auto zoom-in (restaurants, parking lots, parks, etc.) 

Å In rural areas auto zoom-out (long distance image) 

Å¦ǇŘŀǘŜǎ ƻƴ ǊƻŀŘ ŎƭƻǎǳǊŜǎΣ ƛƴŎƭŜƳŜƴǘ ǿŜŀǘƘŜǊΣ ŘŜǘƻǳǊǎΧ 

 

άIŜǊŜ !ǳǘƻέ 
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ÅΧǘǊƛǇ ǇƭŀƴƴƛƴƎΣ ŦǳŜƭ ǇǊƛŎŜǎΣ ǘǊŀŦŦƛŎΣ ŜǘŎΦ 

ÅCompanion app offered on Android and 
Windows smart phones 

ÅFor more information see  

ÅOn September 3, 2013 Microsoft bought Nokia 
for $7.2 billion 

http://conversations.nokia.com/2013/08/30/here-auto-connect-your-car-to-the-cloud/


ÅFor Linux see 

ÅFor Macintosh OS X see 

ÅDisk Utility for Macintosh see 

 

 

Analgesics for Ailing Disk Drives 

Chkdsk 
Å{ȅƳǇǘƻƳǎΥ  !ǇǇƭƛŎŀǘƛƻƴ ǿƻƴΩǘ ǊǳƴΣ ǎŀǾŜŘ ŦƛƭŜ ƛƴŀŎŎŜǎǎƛōƭŜΣ ŜǘŎΦ 
Å For information and instructions see        .  Read instructions before 

using.  Use with caution. 
ÅOS:   
Å Displays file system integrity status and fixes logical system errors. 
Å Can take considerable time to complete. 

 
 

Chkdsk & Fsck 
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Fsck 

https://developer.apple.com/library/mac/documentation/Darwin/Reference/ManPages/man8/fsck.8.html
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/chkdsk.mspx?mfr=true
http://linux.die.net/man/8/fsck
http://support.apple.com/kb/HT1782


Source Tool Information and/or Download 

CrystalDiskInfo 

DiskCheckup 

Fujitsu/Toshiba 

HD Tune 

HDDScan 

Seagate/Samsung SeaTool 

Western Digital Lifeguard 

Analgesics for Ailing Disk Drives (cont.) 
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aƻǊŜ Řƛǎƪ ŀƴŀƭȅǎƛǎκǊŜǇŀƛǊ  ǘƻƻƭǎ ŦƻǊ ²ƛƴŘƻǿǎΧ 

More 
Tools 

http://www.hdtune.com/
http://hddscan.com/
http://www.wdc.com/wdproducts/library/other/2779-701022.pdf
http://www.seagate.com/support/downloads/seatools/
http://storage.toshiba.com/storage-services-support/warranty-support/software-utilities
http://crystalmark.info/software/CrystalDiskInfo/index-e.html
http://www.passmark.com/products/diskcheckup.htm


*As of August 31, 2013; updated  every 24 Hours 
  From Spamhaus, see    

The 10 Worst Countries For Spam 

 

 

Spam 
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Country 

Number of Current 
Spam Issues* 

United States 3,224 

China 1,477 

Russia 999 

Ukraine 577 

United Kingdom 554 

Japan 501 

Brazil 424 

Italy 364 

Germany 364 

India 324 

http://www.spamhaus.org/statistics/countries/


Microsoft Surface Tablets 
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Surface RT 
Oct 26, 2012 

Surface Pro 
Feb 9, 2013 



Microsoft Surface 2 Coming  

ÅTo be unveiled September 23rd in New York City  

ÅAs before, two devices 

VHaswell Core processor (upscale, Pro?) 

VNvidia Tegra 4 processor (cheaper model, RT?) 

ÅBattery duration of 8  hours 

ÅBoth versions with Microsoft Office (Word, Excel. OneNote, 
Outlook and PowerPoint) 

 

Surface 2 
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ÅCompatible with Surface Touch and Type Cover 
keyboards 

ÅBetter display (1080p) 

ÅSmaller sizes? 

ÅPricing? 



Apple Mac Pro 2013 
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Apple Mac Pro 2013 (cont.) 
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Showing 4 memory cards Showing two GPUs 

Fan Č ċ Fan 



ÅSupport for 4K video 

ÅRelease date:  October  2013 (?) 

ÅPrice: $3,000 to $13,000 (personal guess) 

ÅFor more information, see  

 

Apple Mac Pro 2013 (cont.) 

Specifications: 
ÅCPU: Haswell Intel Xeon E5, up to 12 cores 

ÅGPU: Dual GPUs; 7 teraflops/sec 

ÅMemory: ECC 4-channel DDR3 1866 MHz, 60 GB/sec 

ÅStorage: Solid state PCI Express, 1250 MB/sec 

ÅThunderbolt 2 (20GB/sec), USB 3 & Ethernet 10/100/1000 

ÅWireless 802.11ac & Bluetooth 4.0 

 

Mac Pro 2013 
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http://www.apple.com/mac-pro/


²ƻǊƭŘΩǎ aƻǎǘ tƻǿŜǊŦǳƭ /ƻƳǇǳǘŜǊ 

Tianhe-2τ2013 
Å 3,120,000 cores 

Å 33.86 PFLOPS* 

Å 17.6 MW + 24 MW cooling 

Å Located in Guangzhou, China 
 

IBM Sequioaτ2012 

Å 1,572,864 cores 

Å 15.32 PFLOPS* 

Å 6 MW 

Å Located in Livermore, Calif. 

²ƻǊƭŘΩǎ aƻǎǘ 
Powerful 
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Å 1 PFLOP = 1 thousand trillion floating point operations/second; 1015 

Å Distance to the sun = 92,960,000 miles = 5.89 x 1012 inches  [X170] 



ÅSee        for Cloud backup 

ÅFor          see  

ÅFor          see 

ÅFor           see  

 

Backup and Recovery for Home Computers 

Any backup is better than no backup 
{ƻƳŜ ǎǘŀǊǘƛƴƎ ǇƻƛƴǘǎΧ 
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ÅBackup stratagems require thoughtful planning 

ÅUsing two methodologies much better than one 

ÅtŜǊƛƻŘƛŎ άŦƛǊŜ ŘǊƛƭƭǎέ ŀǊŜ ŜǎǎŜƴǘƛŀƭ 

Backup & 
Recovery 

http://www.pcmag.com/article2/0,2817,2278661,00.asp
http://pcsupport.about.com/od/maintenance/tp/online_backup_services.htm
http://mac.appstorm.net/roundups/utilities-roundups/8-backup-solutions-for-os-x/
http://www.linuxlinks.com/article/20090105114152803/Backup.html


ÅDoes not backup OS or applications 

ÅAccess files using a Web browser 

ÅFile sharing using a link 

ÅFor more information see  

ÅCloud backup using SurDoc desktop client 

ÅAggressive pricing: 

a. 100 GB free (1st year); view & annotate 30 docs/month 

b. 100 GB at $30/year; view & annotate 300 docs/month 

c. Unlimited storage at $100/year; unlimited view & annotate 

ÅNo file size limit                

ÅOS:                     

 

 

SurDoc Cloud Backup 
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SurDoc 

https://www.surdoc.com/
http://www.youtube.com/watch?v=Kur_aVn6xB4


Backup for Apple Computers 

Time Machine 

Åwǳƴǎ ƘƻǳǊƭȅ ōŀŎƪǳǇǎ ǘƻ ŜȄǘŜǊƴŀƭ Řƛǎƪ ŘǊƛǾŜ ƻǊ !ǇǇƭŜΩǎ ¢ƛƳŜ /ŀǇǎǳƭŜΦ  
For more information see  

ÅOS:   

Å Very easy to set up and recover files or the whole system 

Å Time Machine is bootable (?); see        for recovery information 

ÅOlder backups automatically deleted when running out of space 

Å Alternating backup drives can be used 

 

Time Machine 
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ÅFor information on other backup software, see  

http://support.apple.com/kb/HT1427
http://www.apple.com/findouthow/mac/#timemachinebasics
http://support.apple.com/kb/HT4718
http://macs.about.com/od/backupsarchives/tp/Free-Mac-Backup-Software.htm
http://www.pure-mac.com/backup.html
http://www.zdnet.com/acronis-launches-new-version-of-mac-backup-software-7000012329/


A Phone Call To My Neighbor  

ÅάDƻƻŘ ƳƻǊƴƛƴƎΗ  LΩƳ ŎŀƭƭƛƴƎ ŦǊƻƳ aƛŎǊƻǎƻŦǘΧέ 

Åά²Ŝ ƘŀǾŜ ŘŜǘŜŎǘŜŘ ŀ ǇǊƻōƭŜƳ ǿƛǘƘ ȅƻǳǊ ƘŀǊŘ ŘǊƛǾŜέ 

Åά!ǊŜ ȅƻǳ ƘŀǾƛƴƎ ǇǊƻōƭŜƳǎ ǘǳǊƴƛƴƎ ƻŦŦ ȅƻǳǊ ŎƻƳǇǳǘŜǊΚέ 

ÅάL ƴŜŜŘ ǘƻ ŀŎŎŜǎǎ ȅƻǳǊ ŎƻƳǇǳǘŜǊ ǘƻ ŦƛȄ ǘƘŜ ǇǊƻōƭŜƳέ 

Åaȅ ƴŜƛƎƘōƻǊ ƘŜƭǇŜŘ άǘƘŜ Ƴŀƴ ŦǊƻƳ aƛŎǊƻǎƻŦǘέ Ǝŀƛƴ ŀŎŎŜǎǎ 

 

! άƭƛǘǘƭŜ ƘŜƭǇέ 
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A Phone Call To My Neighbor (cont.) 

!ŦǘŜǊ ƎŀƛƴƛƴƎ ŀŎŎŜǎǎΧ  

ÅOn his monitor my neighbor observed numerous things being 
done 

ÅAfter  15-20 minutes he became suspicious! 

ÅIŜ ǇƘƻƴŜŘ ƳŜ ǳǎƛƴƎ Ƙƛǎ ŎŜƭƭ ǇƘƻƴŜΧ 

ÅLƴ ŀ ǇŀƴƛŎ ǎǘǊƛŎƪŜƴ ǾƻƛŎŜ ά²Ƙŀǘ ǎƘƻǳƭŘ L ŘƻΚΩ 

! άƭƛǘǘƭŜ ƘŜƭǇέ 
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A Phone Call To My Neighbor (cont.) 

aȅ ǊŜǎǇƻƴǎŜΧ 
ÅUnplug your computer from the router immediately.  [He 
ŘƛŘƴΩǘ ƪƴƻǿ ƘƻǿΦϐ 

ÅShut down your computer right away.  [He did.] 

ÅChange all you user passwords.  [He did] 

ÅNorton Antivirus ŘƛŘƴΩǘ ǘǳǊƴ ǳǇ anything 

ÅaŀƭǿŀǊŜōȅǘŜǎ ŘƛŘƴΩǘ ŘƛǎŎƻǾŜǊ ŀƴȅ ƳŀƭǿŀǊŜ 

! άƭƛǘǘƭŜ ƘŜƭǇέ 
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ÅMicro Center in Fairfax ŘƛŘƴΩǘ ŦƛƴŘ ŀƴȅ ǇǊƻōƭŜƳ όϷтлύ 

Å The villain called back on two successive days offering 
to help 



A Phone Call To My Neighbor (cont.) 

²ƘŜǊŜ ǘƘƛƴƎǎ ǎǘŀƴŘΧ 

! άƭƛǘǘƭŜ ƘŜƭǇέ 
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ÅHis Outlook data (contacts, e-mail, calendar, tasks) could have 
been downloaded 

ÅSensitive, personal information could have been downloaded 

ÅUndetected malware could have been installed 

ÅIƛǎ ŎƻƳǇǳǘŜǊ Ǌŀƴ ƴƻǊƳŀƭƭȅ ŦƻǊ ǎŜǾŜǊŀƭ ŘŀȅǎΣ ōǳǘΧ 

ÅThe computer is back at Micro Center 



LŦ ¸ƻǳ DŜǘ ŀ {ǳǎǇƛŎƛƻǳǎ tƘƻƴŜ /ŀƭƭΧ 

Some suggestions 
ÅHang up and take the phone off the hook for awhile 

ÅSet down the phone and have lunch 

Åά{ŜƴŘ ƳŜ ŀ ƭŜǘǘŜǊ ŜȄǇƭŀƛƴƛƴƎ ǿƘŀǘ ȅƻǳ ǿŀƴǘ ǘƻ Řƻέ 

ÅάLŎƘ kann kein EnglishέΧ 

ÅΧŀƴŘ ƘƻǇŜ ǘƘŜ ŎŀƭƭŜǊ ŘƻŜǎƴΩǘ ǳƴŘŜǊǎǘŀƴŘ DŜǊƳŀƴ 

ÅwŜǇƭȅ ά¸ƻǳΩǾŜ ǊŜŀŎƘŜŘ ǘƘŜ LƴǘŜǊƴŜǘ /ǊƛƳŜ /ƻƳǇƭŀƛƴǘ /ŜƴǘŜǊΦ 
Iƻǿ Ƴŀȅ L ƘŜƭǇ ȅƻǳΚέ 

Suspicious 
Phone Call 
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Title Goes Here (cont.) 

Subtitle 

ÅText 

ÅText 

 

Title 
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Thanks for Your Attention! 

Fortuna Bay, South Georgia Islands 


